KRILL

MASTER SERVICES AGREEMENT
FOR
CYBER RISK SERVICES

These master terms and conditions will govern the services delivered to Nevada County, CA (“Client”) by
the Kroll group company (including its officers, employees and affiliates, “Kroll”) set forth in the applicable
statement of work (“SOW”). Client and Kroll (each a “Party”) are referred to below as the “Parties”, and
these master terms and conditions (together with any addenda or exhibits), and together with the applicable
SOW, are referred to as the “Agreement”.

1. Kroll Services

Client has engaged Kroll to deliver certain services as set forth in a SOW (the "Assignment"). In the event
Client requests Kroll to expand the scope of the Assignment or undertake other assignments ("Additional
Assignments"), each such Additional Assignment will be set forth in a new SOW signed by both Parties that
references these master terms and conditions and stipulates the fee for the Assignment. Unless otherwise
agreed in the SOW, in the event Kroll is requested to (i) provide testimony, (ii) serve as a witness, (iii)
update any report, deliverable or other information provided hereunder (the “Kroll Report(s)”) for any events
or circumstances occurring subsequent to the initial delivery date of the Kroll Report, or (iv) furnish
additional services, such additional services will be agreed in an amended or separate SOW signed by Kroll
and Client.

Kroll shall deliver its services in accordance with Client’s instructions. However, if instructed by Client in
writing, Kroll will perform the relevant Assignment under the direction of Client’s counsel for the purpose of
facilitating legal advice by counsel’s client. Kroll understands Client and/or such counsel may provide Kroll
with certain information and materials developed in anticipation of litigation that may be protected by the
attorney-client privilege and/or the work product doctrine. Kroll agrees to treat such materials as confidential
and subject to privilege.

2. Confidentiality

Kroll agrees to take reasonable measures to maintain the confidentiality of non-public, confidential and/or
proprietary information received from Client and which is designated by Client as confidential or that a
reasonable person would consider, from the nature of the information and circumstances of disclosure, to
be confidential to Client (“Confidential Information”).

If any person or entity requests or subpoenas any Kroll Reports or other Assignment-related information or
materials within Kroll's custody or control, Kroll will, unless legally prohibited, promptly inform Client of such
request or subpoena so that Client may seek from a court of competent jurisdiction a protective order or
other appropriate remedy to limit the disclosure. If Kroll is required to respond to the request or subpoena
or to provide testimony, Client agrees to compensate Kroll for reasonable costs and expenses incurred
(e.g., reimbursement of reasonable attorneys’ fees and disbursements), including, without limitation,
compensating Kroll (at hourly rates, as applicable) for responding to preservation or legal requests or
demands for information and preparing for and testifying at deposition, proceedings and/or trials.

3. Indemnity

The Assignment(s) undertaken (and associated fees) do not contemplate Kroll being made party to any
legal proceedings, or subject to third-party claims. Accordingly, Client agrees to hold harmless and
indemnify Kroll against all claims, damages and costs (including reasonable attorneys’ fees and
disbursements) arising out of any Assignment, except for such claims, damages and costs resulting from
any actions by Kroll constituting gross negligence, fraud, or willful misconduct.
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4. Limitation of Liability

Client agrees, on its own behalf and on behalf of its agents, that Kroll will not be liable for any claims,
liabilities or expenses relating to the Agreement or any Assignment for an aggregate amount in excess of
the fees paid by Client to Kroll pursuant to the SOW under which the claim arose, except to the extent such
liability is finally judicially determined to have resulted from Kroll's gross negligence, fraud or willful
misconduct. However, in no event will either Party be liable for consequential, special, indirect, punitive or
exemplary losses, damages or expenses relating to this engagement, including without limitation damages
for loss of data, loss of business profits, business interruption, or other pecuniary loss, even if such Party
has been advised of the possibility of such damages.

Only the specific Kroll company signatory to the SOW under which the claim allegedly arose shall be liable
to Client for any claims, liabilities or expenses incurred thereunder.

During the term of this Agreement, Kroll shall procure and maintain the following policies of insurance,
underwritten by insurers rated A- or better by A.M. Best, with minimum limits of liability as follows:

a. Workers’ Compensation insurance as required by the State of California, with Statutory
Limits, and
b. Employer’s Liability Insurance with limit of no less than $1,000,000 per accident for bodily

injury or disease.

5. Data Protection

To the extent applicable, the Parties shall comply with relevant national, international, state and/or regional
data protection legislation or regulations, including with respect to information disclosed in connection with
an Assignment which is personal data (as defined under the relevant legislation or regulation).

6. Computer Forensics

To the extent any Assignment includes computer forensics services:

Client acknowledges that digital/computer equipment, drives, data and media may be damaged, infected
or corrupted prior to forensic analysis being performed hereunder, and Kroll does not assume responsibility
or liability for such pre-existing damage or further problems resulting therefrom. Any data, especially data
restored from unknown sources, may contain viruses or other malware; therefore, Client assumes
responsibility to protect itself with respect to the receipt of data and shall advise its agents and third-party
recipients to take similar precautions.

Client represents and warrants that (i) it has the right to be in possession of, or is the owner of, all
equipment/data/media furnished to Kroll hereunder, (ii) such equipment/data/media is furnished for a lawful
purpose, and (iii) where applicable, Client’s collection, possession, processing and transfer of such
equipment/data/media is in compliance with any and all applicable laws, regulations and Client policies,
including without limitation concerning data privacy and employee consents.

7. Use of Information

Client shall be permitted to use Kroll Reports solely for Client’s internal business purposes, including but
not limited to the receipt of legal advice from counsel. Client shall maintain Kroll Reports as confidential,
and shall not disclose, disseminate, redistribute or otherwise make any Kroll Reports available to any third
party, whether in whole or in part, without the express written consent of Kroll; provided, however, that Kroll
Reports may be disclosed by Client: i) to Client’'s employees, counsel, agents, and representatives (the
“‘Representatives”) who are aware of and agree to the confidentiality obligations herein, and Client shall be
responsible for the use and disclosure of Kroll Reports by the Representatives as if it were Client’s own use
and disclosure; ii) to third parties subject to the execution by each third party of a form of release reasonably
satisfactory to Kroll; and iii) if required by law or in response to a lawful order or demand of any court of




Page 3 of 5

competent jurisdiction, regulator, or regulatory authority, provided, however, that before making such a
disclosure, Client agrees to provide Kroll with prompt prior notice of any such disclosure so that Kroll and/or
Client may seek a protective order or other appropriate remedy. Client further agrees and represents that
any Kroll Reports provided hereunder will not be used for employment purposes, credit evaluation or
insurance underwriting purposes, and that the services hereunder are being contracted for, and will only
be used in connection with a business, investment or other commercial purpose.

8. Fees and Invoicing

The fees for any particular Assignment shall be set forth in the applicable SOW. Kroll shall invoice Client
on a monthly basis. Client agrees to pay Kroll within thirty (30) days of the invoice date. Any unpaid balances
shall accrue interest at the rate allowed by law, as measured from thirty (30) days after the date of each
invoice. Client acknowledges its obligation to pay undisputed amounts as set forth above. In the event
Client disputes any portion of an invoice, Client will notify Kroll in writing of the disputed charges within thirty
(30) days of the invoice date. Kroll reserves the right to terminate its services at any time if Client fails to
pay Kroll's invoices in a timely manner. Client agrees to reimburse Kroll for any costs of collection, including
reasonable attorneys’ fees.

The fees and charges for the Services do not include applicable federal, foreign, state or local sales,
withholding, use, value added, gross income, excise, or ad valorem taxes. Client will be solely responsible
for all applicable federal, state, local, and withholding taxes levied or assessed in connection with Kroll's
performance of Services, other than income taxes assessed with respect to Kroll’s income.

9. Conflicts

In connection with its case opening process, Kroll follows procedures designed to identify conflicts of
interest.

Client understands and agrees that the engagement by Client of a Kroll company for a discrete
Assignment(s) hereunder does not prevent Kroll or its affiliated companies from providing services to other
clients adverse to Client on matters not substantially related to a particular Assignment being performed
hereunder, provided, however, Confidential Information obtained while performing a particular Assignment
will continue to be treated as confidential and will not be shared or used in connection with the performance
of any other services provided by Kroll or its affiliated companies.

10. Termination

Either Party may terminate the Agreement on thirty (30) days prior written notice to the other Party or earlier
upon mutual written agreement; provided, however, that the Agreement shall remain in full force and effect
until the completion or termination of all active SOWSs hereunder. Each Party may terminate any given SOW
in accordance with the termination provision set forth therein, or, where no provision has been made, on
ten (10) days prior written notice to the other Party. For avoidance of doubt, the termination of a particular
SOW shall not automatically terminate these master terms and conditions.

In the event of any termination, Kroll will be entitled to payment of any invoices outstanding, as well as
payment for any disbursements, fees and/or costs incurred through the date of termination. Provisions of
the Agreement which by their nature are intended to survive termination or expiration of the Agreement
shall survive expiration or termination of the Agreement.

County, upon giving thirty (30) calendar days written notice to Contractor, shall have the right to terminate
its obligations under this Contract at the end of any fiscal year if the County or the State of California, as
the case may be, does not appropriate funds sufficient to discharge County’s obligations coming due under
this contract.
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11. Assignability

Except as otherwise provided herein, neither Party shall assign the Agreement or any individual Party’s
rights or privileges without the prior written consent of the other Party, which consent shall not be
unreasonably delayed, conditioned or withheld; provided, however, that the applicable Kroll company may
assign the Agreement to any company which controls, is controlled by, or is under common control with
Kroll, or in the event of a merger, acquisition or sale of all or substantially all of the assets thereof.

12. Governing Law and Dispute Resolution

This Agreement is governed by the laws of the State of California without regard to the law of conflicts. Any
controversy or claim arising out of or relating to this Agreement, or the breach thereof, shall be brought in
a court of competent jurisdiction in Nevada County, California. Each Party, on behalf of itself and its
affiliates, to the fullest extent permitted by law, knowingly, voluntarily, and intentionally waives its right to a
trial by jury in any action or other legal proceeding arising out of or relating to the Agreement or the services.
The foregoing waiver applies to any action or legal proceeding, whether sounding in contract, tort or
otherwise. Nothing herein shall prevent either Party from seeking injunctive relief (or any other provisional
remedy) from any court having jurisdiction over the Parties and the subject matter of the dispute as is
necessary to protect either Party's proprietary rights.

13. Amendment, Waiver and Entire Agreement

Any of these master terms and conditions may be amended or waived only with the written consent of the
Parties. The Agreement, including any exhibits and appendices thereto, constitutes the entire agreement
of the Parties and supersedes all oral negotiations and prior writings with respect to the subject matter
hereof.

14. Severability

If any portion of the Agreement is held to be unenforceable under applicable law, the Parties agree that
such provision shall be excluded from the Agreement, the balance of the Agreement shall be interpreted
as if such provision were so excluded, and the balance of the Agreement shall be enforceable in accordance
with its terms.

15. Controlling Provisions

In the event there is a conflict between these master terms and conditions and the provisions of any SOW
or other addendum, the language of the SOW or other addendum shall control where the SOW or other
addendum expressly indicates the Parties’ intention to modify the master terms and conditions for the
purposes of the Assignment set forth in the applicable SOW or other addendum.

These master terms and conditions shall be effective as of the date on which signed by Client below.
ACCEPTED AND AGREED:

NEVADA COUNTY, CA

By:

Name:

Title:

Date:
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ADDENDUM A
ADDITIONAL TERMS & CONDITIONS FOR DATA BREACH SERVICES

In accordance with the master terms and conditions between Kroll and Client, the Parties expressly agree that these
Additional Terms & Conditions for Data Breach Services are intended to modify the master terms and conditions for
the purposes of the Assignment set forth in the applicable SOW.

1. Client Responsibilities. Client agrees to provide all information reasonably requested to ensure accurate delivery
of services and to provide a data file in accordance with the specifications outlined in the SOW, as well as Client’s final
text, logo and signature files, to be used in the notifications. The timeline for mailing the notifications and membership
materials to affected individuals will be finalized once Kroll is in receipt of the above information. Client acknowledges
and agrees that Kroll is not a law firm, Kroll’s services do not constitute legal advice or legal opinion, and that Client is
solely responsible for complying with all applicable laws.

2. Security. Client and Kroll shall each use reasonable administrative, technical, and physical safeguards that are
reasonably designed to: (a) protect the security and confidentiality of any personally identifiable information provided
by Client under this Agreement; (b) protect against any anticipated threats or hazards to the security or integrity of such
information; (c) protect against unauthorized access to or use of such information that could result in substantial harm
or inconvenience to any customer; and (d) protect against unauthorized access to or use of such information in
connection with its disposal. Each party will respond promptly to remedy any known security breach involving the
personally identifiable information provided by Client under this Agreement and shall inform the other party of such
breaches.

3. Confidentiality. Client agrees to maintain the confidentiality of all pricing and service descriptions contained in any
SOW for data breach services and any other Kroll information designated as confidential. Notices and information
required to be provided to third parties in connection with the data breach services pursuant to this SOW will not be
considered “Kroll Reports” as defined in the master terms and conditions.

4. Trademarks. Each Party grants to the other Party a non-exclusive, non-transferable, revocable license, without the
right of sub-license, to use its trademarks, service marks, trade names and logos for the sole and exclusive purpose of
providing data breach services pursuant to this SOW. Either party may revoke this license at any time upon written
notice to the other. Except as expressly set forth herein, neither party shall have any rights, title or interest in or to any
trademarks, service marks, trade names or logos owned or otherwise used by the other Party.

5. Credit Reports. Client acknowledges that Kroll does not warrant the accuracy of the information contained in any
credit report or credit monitoring report provided under this Agreement and agrees that Kroll shall not be responsible
or liable for any negative factual information contained therein.

6. Availability of Services. In the event any of the services provided through third parties become unavailable or
inaccessible to Kroll for any reason, Kroll may elect to discontinue providing such services. Kroll will provide prompt
written notice to Client upon Kroll receiving notice from a discontinuing vendor. Kroll may, with written approval by
County, replace discontinued services with an equal or greater valued offering. In the event services cannot be replaced
and are discontinued, Client is entitled to a prorated return of fees calculated based on the services already provided
and the time remaining for services not yet rendered.

7. Termination. With the exception of termination because of non-appropriation referenced in Section 10 of the master
terms and conditions, notwithstanding the master terms and conditions, termination of any SOW for Data Breach
Services shall require ninety (90) days prior written notice. In the event this Agreement is terminated, to the extent
Kroll has commenced an identity monitoring and/or identity theft restoration service for an individual, such services
shall continue for the duration of the enrollment period, or until such time said individual’s identity monitoring and/or
restoration services is/are complete, whichever comes first; provided, however, that any remittance due by or on behalf
of such individual has been received by Kroll in full.

ACCEPTED AND AGREED:

NEVADA COUNTY, CA

By:
Name:

Title:

Date:




